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(54) COMMUNICATION SYSTEM, VPN REPEATER AND RECORDING MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a 
communication system in which different kinds of virtual 
private networks(VPN) are compatible. 
SOLUTION: A communication system 1 is constituted by 
providing plural VPN devices 22A and 22B and a VPN 
managing server 1 0 equipped with correspondent VPN 
devices 15X, 15Y... for constructing the VPN on a 
communication network in cooperation with the 
respective VPN devices 22A and 22B. The VPN 
managing server 1 0 receives an enciphered telegraphic 
message by constructing the 1st VPN with the VPN 
device 22A of a telegraphic message transmission 
source and specifies the VPN device 22B of the 
transmission destination by deciphering the transmission 
destination information included in the received 
enciphered telegraphic message and at the same time, 
the 2nd VPN is constructed with the VPN device 22B of 
the transmission source. After the received enciphered 
telegraphic message is deciphered by a cryptographic 

key for the 1st VPN, this is enciphered by a cryptographic key for the 2nd VPN and transmitted 
through the 2nd VPN to the VPN device 22B. 



as 



Gil £§•□■"• ran 



liar' 



jlJL 



LEGAL STATUS 

[Date of request for examination] 

[Date of sending the examiner s decision of 
rejection] 

[Kind of final disposal of application other than 
the examiner's decision of rejection or 
application converted registration] 

[Date of final disposal for application] 

[Patent number] 



http://www1 9.ipdl.inpit.go.jp/PA1 /result/detail/main/wAAAAsa4DqDA41 1 041 280... 2007/1 2/22 



bearchmg kaj 



2/2 ^ 



[Date of registration] 

[Number of appeal against examiner's decision 
of rejection] 

[Date of requesting appeal against examiner's 
decision of rejection] 

[Date of extinction of right] 



http://www1 9.ipdl Jnpit.go jp/PA1 /result/detail/main/wAAAAsa4DqDA41 1 041 280... 2007/1 2/22 



<H»H*BMHOT (J P) (12) & m & I* & $g CA) (11)(IMIK&H»4 

#^¥11 -41280 



(43)»ISB 1¥ (1999) 2/1 12 B 



(51)Inta 6 






F I 




H04L 


12/56 




H04L 


11/20 1 0 2 A 




12/22 




G09C 


1/00 6 6 0 E 


// G 0 9 C 


1/00 


6 6 0 


H04L 


11/26 


H04L 


9/36 






9/00 6 8 5 










! SM£!K£>Sc6 OL 7 H) 


(21)ffl«#*f 




WHTO- 190302 


(7l)fflB!A 


000102728 


(22) die q 












¥/£9^(1997) 7 £15H 




JOCtKD£K**HHT e 3 # 3 ^ 




















Jftft^JfCK**H=T@3#3^ X* • 


















(72) ^mm 












^CfKE^Kft#fl=T B 3 # 3 ^ x* • 


















(72) ^mm 












aDSCS&ECfcKfflHET B3#3f x^ - 


















(74)ft«A 


»* JEW 



(54) BMH©«*M IgyXfA, VPN«f, IBgUEflc 
(57) [KiKi] 



[RIB] M^cd VPN ^S&^f^illf i/j* fA^f 

ltoVPNi!2 2A, 22Bi s ^g- 
VPN3£H2 2A, 2 2Bt«MBLTaflMPI±«CVPN 
!riinmvPN^f 1 5X, 1 5Y — £^{iiU 

fcvPNtit-/<i o tt^-caflr^^Ai 

■C33Htft^VPNK«2 2BSr»fti-Sti:fci^ KiH 
<t7cOVPN^@2 2 B ^«:S2VPN^«if 
3° It, fit Lf:ff|f I3t$r^ l V P N^Off f H 

U |g2 VPN?:Ii:rVPN^l2 2B{C^|ffi-5o 




-1- 



J 



p N^m &Mm uvpn tpmmm t 
mxmm7c(D vpNiit(Z)«ivpN &mm lt 

6 mtBft tf & Srfl? Iff t T iUfffife o V P N £ © 5 
£<t*>lc, KiSf?7cOVPNJ6|Ei:©[ffl(wjg2 VPNS: 
«*S"f«^arfc, WieSff LfcHt^B;ft:&£S2 VPNffi 

[it ^ 2 j me v p n ?tt&ee>ffifBv» ^-m^t^ A 

[it 3 ] zth^thm—m&n v p n^e £ co^# 
j: «j mmm±.\z vpn ^itsisomvp 

B<^ 

mjti^ff & t 6 S 2 V P N3£® £ CD^ IE 81 2 V P N 

£> -t^iiKai-SWfgvPNSgiBSrffi^TfltlSU 
*1 VPN£iiCTg«LfcSSl VPN*fi^P,OI|# 
«^«r*2VPN^^flF-g-«JtJcaC«-r-5t^tl^ SC 
* LfcJf JR 2VPN^ICTI2VP N^g— 

IfS^4] *rie*»^j6vPNSgflitt % 

*3fc5»IE^«fe % 0f^tf>£&^i£, &t*Bf^{fr^ifeJC 
S^^tVP NgltO^C V PNSr«HW-5 t^tfc 

VPN««^e>K^-rs«B«r3B^LTWEJSl VPN 
&tff& 2 V P N Srfil^t* a r Srfflft t -t 6 ft *3g 3 12 

i^vpN«gt e 

[ft^5] MflsgBimvftM:. ifrfEfr l v p n £ 

ii txgm ^tz.m^-mx^wm^ ivp n^b^-^® 

P NSg^Pt#«TBt^-{t UTIS 2 V P N^iffit^ £ 
£ljf5fc^3 *fctt4iE#<BVPN*«HR 

o 

mmm±\z vpn zmm-tz v p NSiBJ-tssism »rtg 

7ASr|S»LTrtSg2«««:T*>oT, 

m^j§ft7C(t^6^l VPNgli^lwIl VPNS: 
«*LTl£^B:££rgfirS&3®> 

gf t l fc bs*bx k$ * *i, * ehs 9t m m &m&t u t mm 



V P Ngl <t (D^ICI 2 V P N Sr^f f a 

Elegit istim-%r&x&m 2 v p N^^Bt^-m^^ 

LTS5 2 VPN(w»ffi-r5*!MfrIiWBaVfcra-^RB 
izmffZ&Z h <DT*> 6 r <b £#«<k r 5Se»j»# 0 

[0 00 1] 

5tt»»»J *3S9!f±, iiff$LBcvPN 

(Virtual Private Network : {RSWfl! IhIjK) £r#?^ L 
T^— *ifi«£?r5ii»^*^.M::B8U VPN 

[0 0 0 2] 

mm ^fAttt, ^FjEffiA*^^ 5SHe&g^£r# 
ItUfcifSft^^^A^^t^ai^eS^M^^T^ 

«>«Bo»a<caj^Srfif5*BT*S. 
Mortis* vmcftfrZI&ax hcofffcfcilff^ 

£ ttif^- ^t>^UT#Tv^a 0 roiptc, ^ 

[0 0 0 3] Ld»U W^h!7->7ISTTOf- 
Srfr5^*lf^Ji3B$ixT^-5o 

[0 0 0 4] H5f*, jKJK^y M? — ^T*>S^*IHL 

v p n zmm itr-^ iifi $rtT 5 ftmcomm >^ 

te> v ? -^co^m«I^Sr^x./t^>'t-a.-^^g4 

0, 50, VPN^14 1, 5 1, ^ r ^T^^~/U 
(FW) 4 2, 5 2, SS^^ffLT 
1t^$^5 0 FW4 2, 5 2Ji, 9V%ii*h<D?£lEtl:T 9 

O^TfcO, ^jjiSLcoj: h ^-^^ 

[0 0 0 5] Jim^-r A4lr*5^T, a^fcTaL — 



-2- 



"f\ i£ff^&tfi£<i$fc<£>/l--*4 3, 5 3ra-etiJL^IH 

4 1, 5 f*#«i^*BS^*^tT9o tit, ^ 

ff7G<£>VPN^fl4 KCio^T, i£{#$fc<DVPN^|l4 

i£ff3fcOVPN3£jl5 1 Tfi, Bf^^^fcS^C^ff 
5<fc (b^tC, ^^m^C^^ftTCCOVPN^eS 1 CDfff 

[O0 0 6] 4*5» VPNJB4 1, 5 1 tCfl, *fetf>V 

*»S*VO*S, VPN^UfdioTli. Qp-lHi 

[0 0 0 7] 

4 1, 5 lKAffi$jh,*S&fiHM6 % i*-J§«3Sife«t£, it 

v p Nmmnmmi** *imv*> 

[0 0 0 8] -trT*»W<©g|«tt, M^VPNil 

«a<OVPNK«Sr«^Lfcii»^^Aic*5V^. V 
P N^i^gCi^Tt 5 V P N RXI^CO 

vpn *pm&&&vim<D n yfa-^ 

[0 0 0 9] 

[«JSSr#^i-Sfc^O^] _hl2^M^?^-r5^ 

© £ co&fl&i:: «t 9 ills ffl ± !:VPN 5 Sl&co V 

»«VPN»(S^«U3tVPN+j«SgtttS:^, gfr 
I2VPN*«K«^ m^itffTcCOVPN^ctCD^^ 
11 VPNSriSLtllff t^Sfm^i:, g« 

^ffli:«2VPNSr«»f5fSi, bfcsf 

2 v p N^cofft-^-m^cic^m urm 2 V P N 



[ooio] ?£& x wimv p n ^mmm^mm-^mx 

[ooi i ] ±&1&v&M&Mik'fZ>*¥&W<DVPNtp 

*> mm m±\z v PN^«it§M«v p N^g 
ts MXjgiETcttez&ivPNmmt&mizmivp 

N % ttM^i^^f 2VPN^I^O^|Cf 2VP 
^n^tL^^i-^^VPN^^rffiV^T^ 

U »i vPNS:iii:rg«L^jBi vPN8f^e>o 
Bf^-SSrSrSf 2 V p NJBOBt^fcXic**-*- * £ £ t> 

^LfcBf#m^:^2 VPN^xICT^ VPN 

-rz>o m^mx<D&#^ mjLtmnfcm vpn^c 

*ftU -^i- < i: , 9#^ixfcm^m3S:^ttifeB2 vpn 

[0012] ^^b\ mmm&vtti&v p n««w:, -en 
&^<5^r v p n^® t ora fc v p n zmm-tz h <o 

xh<o, ttEBIIMfl^fttt^ ^ffi*$tLfer^p>tD 

V P N«ed>fe8*^-r-5IKESra!^ LTmiiSm 1 V 
P N2fctf» 2 V PN^fi« e 

[0013] ±mm<D$m&Mikirz$:ftm<D%d&!&fa 
\±s *n?ti*tfcvPNmm.t<D&m\c£*)mmm±iz 
vpn &mm-r svp N»«jrtisiift «rig(cmiffi $ n 

it = > tr* - * KS*:r*r *> pT«/j: ^ o ^ ^ a IBft 

(1) m^fiTC^^^Ul VPN^fi^CD^^l V 

PN«:«IBLTBt^«X:*S«i-SASfa, (2) gfiL 

«*««:«SrSi:i:t>t^ SS^t^2VPN 
ttB^on^JR2 VPN^StSm (3) ifJlSg 

^ff L^Bf ^mx&m 2 v p N^<Dnt-g-«^ae* ltjb 

2 VPNldj£fct|-rSfcLSo 
[0 0 14] 

i&wcomt&<Dtem] sit. *$&m&%;%i*y h ? 
&&&mLxvtm£mwt2> 0 am, ^utt^ttoii 

20Bh ^^CDV PN^^g-Cfe^ VPN^SU- 

i o t *<&maL LT^^rffijiidBTfigtc^jRS 

W2 1A, 2 1BMVPNil2 2A, 2 2B^I§ 

•tzmmmmxfrz* 

[0 0 15] VPNflf-/q OJi, 



-3- 



* — $ iz J: 9 «fe £ ©fcft-eKi&fl: $ ;h,fcfift<D*W& v p 

Ni^l 5 A, 15B, • • • 1 5X, 1 5 Y (£TF, 

2, VPN«R«13, MVPNflSlH©!^ 

■ £tf#JBTO*e«Kfl: % MlfCD-ROM^FD 
[00 16] **5, #IM6»jB{C*5^"C\ VPNflt 

m&'<vir—i?t ur«is:ic#feb, t;K-e*u&a<£>& 

*CJ:oTVPN*««(6^|5*t5»^t, VPNf 

K^fS VPNV7 h^^T^BWK^U^ixrX 
ft* ii5 r i I: J: o t V p Ni««t6*«*t 

[0017] VP N^J^gC 1 2 i£ff 7C£ f±a£ff5te 

jcfrVPN^jti s^AWSttrv^d^p^SrW^i-S 
tOTfe5o VPNM13I1 VPNflfwq 

o^iit^aawvpNiii 5^e^ i£ft 

7C^^fii^fI3tcDVPN^g2 2 A, 2 2B(C*fj&-r5 
^CD^r^^i-^^CD-efeao VPNflSlSl 4te, 

wvpNgn 5<ottSffi«i. mm&m. t<om<o 
[0018] *mmmm<Dmmi>'* j rJ* i 1:1*510 

-Cli, ^7-Y7>F2 0Atfj:VPN^lX (2 2 A) 
Sr4£/flU ? Z 74T>'Y 2 0 BfflU-CHU VPN^iXi 
WS^SVPNifY (2 2B) £r^ffl-f <5fc<0<t 

1f«ldtt, ^I5fe^t/^f7cCOVPN^@X, Y (15 
X, 22A, 22B, 1 5 Y) fcXZT Kl^flMRjWfc 

[0019] h 2 0 A^e>IH3 (a) 

iCTF-t^^-— e-/ HO^lfc^VPN^SlJ-— 1 0 (C[p] 

tfxmmztitihi-Z (gi© (l) ) 0 vPNflf 
^10lt FW1 1 £^LTg« IrtzMX&VPWm 



fegfrl 2i;:i££ Uf>77S 101) „ VPN^J^SCl 
T> h 2 0AOTPNII2 2AiB»LTVPN*« 

VPN^iX^i;/j!S^VPN 

2) o 

[0 0 2 0] W:^5^VPNgfX^VPNfIf 

0\cMr$m£tiX\<^Z>W&i*, V PNM^l 2 
X\ S^VPNl 5^b^t5t)^^Mt5c r 

— '<1 0{C^fl|$tLTV^«[*<0VPN3gBl 
5jf*R£ : F#>VPNjl0^i51 2Kfiy$LT*$3\ ^ttffl? 

(2 2 A) bMlZteZttJ&VPN&mx (15X) 
SLTV^OT, ^itSrSft-*-*. ZtDm&Ltimi*. V 
PNfl^l 4iCA^J^n^o 

[0 0 2 1 ] VP NffSSP 1 4 te, MIR Lfc^V P N 
SSfil 5X£rjeifr$it\ VPN^l2 2At«IVP 
N«r«it5 (**r>y:7"S 10 2: Yes, S 1 0 3) D 
*tT, SfSU^teOBt^tflJ^Sr, VPNiil 5 

X^fff-JHi (VPN^|2 2 At<Dmx&mi,fzv%%- 

3&) TI^L (^r5/7°S104) % i3 (b) ©J: 

iC, VPN^351 2T-5:C0^7^7y hCOVPNgi 
Y (2 2B) ktt\Z?J:Z>ttfcVPNmmYfcVPN<gm 

^S10 5) 0 ^-tC*a*fJ^VPN^@Y^vPNffS 
If— '<1 Ol^^tLT^S^te, VPNil£^Bl2 
T\ ^-f5kca£^U VPNSl«l'4^©*f 

j^vpNgiY (i5Y) sr^thrs (^t^SIO 

5 : Yes, S 1 0 6) 0 tit, *fj£VPN3£® 1 5 Y 
Icm^rMX^mLX mi<D (2) ) ^tl^^JtVPN 
(VPN$gjg2 2B&0H^X*Uhllff-8- 

7c07Kl/7*«^4LTFWl l^LT^'7'1'7 
Vh2 0B^{f-T5 Ury/SlO?) e :<Di| 
^)li7t- hn\M3 (c) ^^-TiioO tfe^o 
mtcij;^, ^ ^ T> h 2 0 Bk£, ^7^7yh20 
Afrb<DmX*m&-fZ>Z. k&X£Z 0 **S, Xfy7" 
S 1 0 2^U ? ^'7 L ^7 B S 1 0 5«Ci3V^T. ^VPN^ 
EX, Y^VPNflf-^l 0(CA«SiXTt^*^» 
^\tyt(D^^^T^ Y 2 0 Ai-^^^-ii^a^fTp 

Ufs/T'S 108). ^_hco^S$:-r^<ro®jt^o 
V>T^I!95g-t- (^T^ix^S 10 9) . 

[0 0 2 2] E 4 tf\ ^Hlfe^JgcOiift^xis 1 COfgf 



-4- 



5<t9(C, W.gci&&A~~D\Z$ffe-f2> 1 7 7 4 T> h t V 

7y4r^bm<Dmmn, ticvpNtit- ^1 o£ 

LT I © V P N Srii C p J: 9 1: LT^ 5. VP 
Nf If -/< i o li, #i^7^ryhi»JOTPN 

&*7 4tis vm<D vp Nmwtr$<DMfem&. :^vp 

mm9c(D? 7 4T> h#JCDVPN3£®CD#M££ 

[oo23] rcoj: pic, ^ummmcommiy ^v- Ms i 

2 At^lC/jJS^VPNgfl 5 
VPN8l2 2Bl:l«t5^ liOVPNSEffi 

zfttt&m^fzm&itRvmwk&ft 7<ox\ mm& 
mffe7)<Di&Tt>Pj±-tz>ztfcx-$z> 0 ^ot, 

[0 0 2 4] ^\ ^smbmb-chu «n±. ^7^7 

V h 2 0 Afrtb? 7^7^ h 2 0 M5VPNg 

fix, y (22 a, 22B) &fem Lxm&njc&mm 

TZminiyxrJ*<Dm*VLWl'ti&, ? 747> b 20 

£>£l/M3;, 7 4 7 is h2 OA, 2 0B^VPNgf 
6 0 



[0 0 2 5] 

tanii vpNfit-/^i>t, aSfiTc&t^aft 
v p i: coraic v p n&mm-rztti&v p Nm 

V P N»W&fcm Ufc^TNfcoT fc V PNfMi 

im2] vpjsiwmv-'<iz&tfz&xtpffi<D^mt&w 

lm3] (a) lZ]£m7t<Dy 747^ bfab VPNfl 

u- — '<\zmmz*LZ>n>ic<D7*<— ^ y k (b) f*vp 
( c ) \*v PNwmv-'<frtb7c&<Dmmftbftz? 7 

47> Y\cmfe£*iZ>mX<D7 y b^-tMo 
[D5J VPN^^Lfc^Moiiff^-r^^*3tt 

1 0 VPNflfw^ 

11, 2 1 A, 21 B 7 7 ^7^^—;l/ (FW) 
1 2 VPN«a 
13 VPNI^SS 

1 4 VPNf^SjS 

15A, 15B, "-15X, 15Y tlEVPNgi 

2 OA, 2 OB ?747> V 
22A, 22B VPN; 



[H4 J 




% < 4 — I v 

* % ■ I # 



,10 



-5- 



[II] 



VPN M X 

m 



FW 



21A 



11 




<3) 



12. 



13 



FW 



VPN*!f£*5 



I 



VPNiBftSB 



■*•-/< 



,ia 









VPN MY 










FW 







,10 



15A" 



15B~^ 



OB 

22B 



,2 IB 



1 


» 




l • 


• * 


Wit 




AWE 
VPNK1BB 


• « * • 


VPNfiSX 




VPNitlHY 



~15X 



■15Y 



(a) 



aMt^c^Kt-^ <22A) 



:i:i:i:i:i:t:i:i:;:;:i: ; :j: : :i: : : ; 



"-••i-H'fM- 8 - 



(b) 



S|SJfe7Hux C20B) 



aNKcTKU* (20A) 



3 



atgftyKU^ (22B) "j 



&*7CT HU2 C15Y) 



[15] 




[S2] 





102 



103 



SI 04 



105 



S106 







fcfoC VPN 



























,S107 



Yes 





S109 



-7- 



